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®IHAHCOBUIN KOMN/NIAEHC B YMOBAX BOEHHOIO CTAHY:
BUK/NINKU, PUSUKU TA AQANTALIAHI MEXAHI3MU

Anomauyia. Dinancosuil KOMIIAEHC GIdiepae KIOY08Y poib YV 300e3NeyeHHI
EeKOHOMIUHOI Oe3neku oepoicasu, cmabiibHOCMi OAHKIBCLKOI cucmemu ma 3HUNCEHHI
DpieHs inancosux npagonopyuieHs. B ymosax 60eHH020 cmany 8 Ykpaini ukauxu y cgpepi
QiHanCc08020 KOMNIAEHCY 3HAYHO 3A20CMPUNUCH, OCKIIbKU 3POCIU PUSUKU (DIHAHCOBUX
3MI0YUHIB, KOPYNYIT, 6IOMUBAHHS KOWMIB, WAXPAUCMEA MA HE3AKOHHO20 (IHAHCYBAHHSL.

Amnaniz nokasas, wo 6 2022 poyi ¢ Yxpaini o6yno 3aghixcosano sunadku nezanizayii
00Xx00i8 Ha cymy NOHAO 20 MAPO 2pH, a MAKOJHC 3HAYHUL PicT (DIHAHCOBUX WAXPATICOKUX
exem. Tpu ybomy MisicHapoOHULL 00CBI0 C8I0UUMb NPO HEOOXIOHICMb NOCUTLEHHS YUPPOBO2O
KOHMPOMO ma inmeepayii 6 2100anbhi cucmemu QiHanco8020 MOHImMopuHzy. ¥ 6i0noeiov
Ha 3a2po3u Ypsao po3uUpus CAHKYIUHI MeXauizmMu ma 3anposaous JHCoPCMmKiui 8uMoau
0o ¢hinancosux ycmarnos. 3a pesynomamamu o0ocnioxcenus y 2022 poyi 6yno euseieHo
cnpobu neeanizayii 00x00ie Ha cymy nonao 20 Minbapoie epueeHb 32i0HO 3 O0CIIONCEHHAM,
nposeoenum  YouControl, KoMnAGeHC-YHKYIT GKMUBHO 6NPOBAOICYIOMBbCA 8 MAKUX
CEeKmopax, sk KOMyHikayii ma 36 130k, gapmayesmuxa, IT ma po30piona mopeaisisi.
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Hocriooicennss 00600umv, wo NONPU 3HAYHUL NPOSpeC V NOCUNEHHI KOHMPOTIO,
icHylOmb nPobIEMU OOXIOHUX CXeM, HeOOCMAMHbOI IHmMe2payii y céimosi aHmuKopynyitmi
cucmemuy ma pu3uKie Heyiib08020 BUKOPUCIAHHS MidCHApOOHOI donomozu. Ilooanvuiuil
PO38UMOK  (DIHAHCOB020 KOMWIAEHCY MAE IPYHMYBAMUCS HA NOCULEHHI MINCHAPOOHOL
cnisnpayi, asmomamuzayii pe2yisimopHux npoyeoyp i 6NpoBaAONCEHHI HAUKPaAUUX NPAKMUK
Yupposoco KOHMpPonto PIHAHCOBUX NOMOKIE.

Dinancosuil KOMIAAEHC 8 YKpaini nio uac siliHU OANAHCYE MIJHC HCOPCTKUM KOHMPOAEM
ma HeoOXIOHICMIO NIOMPUMKU eKOHOMIKU. YKpaina 6nposadicye MidDicHapoOHi cmanoapmu,
aoanmye ¢hinancoge pe2ymosants nio Kpuzosi ymosu ma poseueac Finlech-piwenns 0ns
3abe3neyents cmabinbHoCmi. Y nepcnekmusi HeoOXiOHUM € NOOAIbULE NOCUTIEHHS KOHIMPOJTIIO
30 MINCHAPOOHUMU (DIHAHCOBUMU NOTMOKAMU MA YUDPOBUMU AKMUBAMU.

Kntouosi cnoea: inancosuii KoMniaeHc, exoHomiuma Oesnexa, (DIHAHCOBI
NPABONOPYULeHH S, YUDPOBUL KOHMPOTb, MIJCHAPOOHA (hiHaHCO8a cnisnpays

Abstract. Financial compliance plays a key role in ensuring the economic security of
the state, the stability of the banking system, and reducing the level of financial crimes. Un-
der martial law in Ukraine, the challenges in the field of financial compliance have become
significantly exacerbated, as the risks of financial crimes, corruption, money laundering,
fraud and illegal financing have increased.

The analysis showed that in 2022, cases of money laundering in the amount of more than
UAH 20 billion were recorded in Ukraine, as well as a significant increase in financial fraud
schemes. At the same time, international experience indicates the need to strengthen digital
control and integration into global financial monitoring systems. In response to the threats, the
government expanded sanction mechanisms and introduced stricter requirements for financial
institutions. According to the results of the study, in 2022, attempts to legalize income for more
than 20 billion hryvnias were detected. Compliance functions are actively implemented in sec-
tors such as communications and telecommunications, pharmaceuticals, 1T, and retail.

The research proves that despite significant progress in strengthening control, there are
problems with circumvention schemes, insufficient integration into global anti-corruption
systems, and risks of misuse of international aid. Further development of financial compli-
ance should be based on strengthening international cooperation, automating regulatory pro-
cedures, and implementing best practices for digital control of financial flows. Financial com-
pliance in Ukraine during the war balances between strict control and the need to support
the economy. Ukraine is implementing international standards, adapting financial regulation
to crisis conditions, and developing FinTech solutions to ensure stability. In the future, it is
necessary to further strengthen control over international financial flows and digital assets.

Key words: financial compliance, economic security, financial crimes, digital con-
trol, international financial cooperation

Introduction

Financial compliance plays a key role in ensuring the economic security of the state, the
stability of the banking system, and reducing the level of financial offenses. In the conditions of
martial law in Ukraine, the challenges in the field of financial compliance have increased signifi-
cantly, as the risks of financial crimes, corruption, money laundering, fraud, and illegal financ-
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ing have increased. The war has caused serious economic shocks, forcing businesses, financial
institutions, and regulatory authorities to adapt approaches to controlling financial transactions,
assessing risks, and complying with regulatory requirements. The issue of adapting compli-
ance mechanisms to new realities, including increased control over international transactions,
sanctions policy, and changing regulatory environment, is particularly relevant. The Scientific
Research on Financial Compliance in Martial Law Conditions will identify the main risks fac-
ing the banking sector, enterprises, and state institutions, as well as develop effective adapta-
tion mechanisms to reduce financial threats. An important aspect is the study of international
experience in regulating financial compliance in crises, which will contribute to strengthening
the economic security of Ukraine and its financial system. In Ukraine, financial compliance is
regulated by such laws as the Law of Ukraine «On Financial Services and State Regulation of
Financial Services Markets» and the Law of Ukraine «On Prevention and Counteraction to the
Legalization (Laundering) of Proceeds of Crime» [11].

It is important to study the challenges of financial compliance in martial law. Thus,
the authors [5] note the growth of financial crimes and fraud in martial law and the pres-
ence of corruption and misuse of humanitarian aid. The authors note that martial law
creates a chaotic environment that can be used by criminals to conduct illegal financial
transactions, in addition, during war, significant amounts of humanitarian aid arrive in
the country, which creates risks of embezzlement and misuse. Other authors [1] studied
the role of Regulatory Technology (RegTech) in simplifying regulatory supervision and
increasing the effectiveness of control, which is interesting for the experience of Ukraine.

Main part.

Financial compliance is a key element in ensuring the stability and transparency of
financial systems around the world. Different countries implement their approaches to
regulating the financial sector, adhering to international standards and national require-
ments. In Ukraine, the war is a special feature, which has left its mark on the finan-
cial compliance system. Thus, according to the State Financial Monitoring Service of
Ukraine, in 2022, attempts to legalize income worth over 20 billion hryvnias were de-
tected. According to a study conducted by YouControl, compliance functions are actively
being implemented in sectors such as communications, pharmaceuticals, IT, and retail. In
particular, the share of IT companies that have implemented compliance increased from
4.4% in 2018 to 11% in 2020. About 54% of the surveyed companies indicated that their
annual budget for the compliance department does not exceed $50 thousand. [12].
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Fig. 1. Compliance with compliance requirements by Ukrainian companies [12]
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According to YouControl, among other operational processes in companies, it is the
verification of counterparties that is best automated [12]. That is, many companies are
translating routine manual processes into machine algorithms. It is already obvious that
automatic information processing will be a trend in the coming years.

To prevent the above-mentioned negative consequences and bring national compliance
standards in line with international best practices, the National Bank of Ukraine has implement-
ed relevant regulatory legal acts. By Directive 2013/36/EU on access to the activities of credit
institutions and the prudential supervision of, as well as the guidelines of the European Banking
Authority on corporate governance (EBA/GL/2017/11), the Regulation on the organization of
the internal control system in Ukrainian banks and banking groups was developed, approved by
Resolution of the NBU Board No. 88. Thus, the requirement of European legislation regarding
the mandatory implementation of effective risk management and internal control mechanisms
by financial institutions was fulfilled [9]. Since the beginning of the war in Ukraine, significant
changes have occurred in the field of financial compliance, which are mainly aimed at strength-
ening internal control and risk management in financial institutions. The war in Ukraine has
significantly changed the financial system and compliance regulation mechanisms. On the one
hand, the state has strengthened control over financial transactions to prevent money laundering,
terrorist financing, and evasion of sanctions. On the other hand, certain procedures have been
simplified to support the economy and international transactions. The NBU and the State Fi-
nancial Monitoring Service have strengthened control over transactions of legal entities and in-
dividuals, especially international transfers. Ukrainian financial institutions are prohibited from
working with banks in these countries, as well as conducting settlements with companies that
have ties to the aggressor. Banks and financial institutions are required to carefully check trans-
actions and block accounts of persons suspected of cooperating with the Russian Federation or
in money laundering schemes. In the first § months of 2023, the National Bank of Ukraine im-
posed 96 fines totaling UAH 292 million on banks and other financial institutions for violating
financial monitoring and currency legislation. The largest fine of almost UAH 74 million was
imposed on a financial company, while one of the banks received a fine of UAH 64.6 million.
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Fig. 2. Distribution of the number of NBU fines by type of financial institution
for 8 months of 2023. *

* Built according to NBU data [8]

A detailed breakdown of the 96 fines shows that some primary financial monitoring
entities (PFMs) received them for violating currency legislation. The majority of fines
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fell on financial companies (59 fines). Financial companies are a heterogeneous segment
that includes both microfinance institutions and payment systems [Finmonitoring].
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Fig. 3. Dynamics of NBU fines, UAH million, 2023
* built by the author according to NBU data [8]

Most of the fines are for violations of currency legislation and other regulatory acts of the
NBU. In addition, Ukraine has implemented international sanctions and created its own mecha-
nisms:

* Activities of the Interagency Working Group under the National Security and Defense
Council (NSDC) on financial sanctions against persons associated with the Russian Federation.

* Implementation of FATF standards in the field of combating money laundering and
terrorist financing.

* Blocking of assets of Russian residents in Ukraine.

Thus, in 2023, Ukraine at the legislative level expanded the list of financial institutions
obliged to verify compliance with the sanctions regime, including banks, insurance compa-
nies, financial brokers, and even crypto exchanges. It is also worth noting that martial law
accelerated the digitalization of the financial sector. In 2023, the Ministry of Digital Trans-
formation of Ukraine developed a legal framework for regulating cryptocurrencies, which
allowed volunteers and international partners to use digital assets to support Ukraine legally.
Ukraine became the first country in the world to use cryptocurrencies to finance military
needs. Thanks to crypto donations, more than $125 million was raised in 2022 to help the
army and humanitarian needs [6]. In general, most donations were made in ETH (ether), BTC
(bitcoin), USDT (Tether), and BUSD (Binance USD). At the same time, the law «On Virtual
Assets» was adopted, which allowed for the regulation of this sector.

Adopted State FinTech Decisions

—eSupport — a program of financial support for citizens in wartime.

—Action.City — a special legal regime for IT business, which stimulates economic
development through low taxes and simplified regulation.

—eWork — a program of grant financing for small businesses to restore economic activity.

The rise in cyber threats during the war has forced banks and FinTech companies to
strengthen the security of operations. For example, PrivatBank and Oschadbank have imple-
mented new algorithms to detect fraudulent transactions, which has reduced financial losses by
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30%. At the same time, the use of digital assets creates risks of illegal financing, as cryptocur-
rency transactions can be anonymous, and tracking them is a difficult task for regulators. Despite
significant progress, financial compliance in Ukraine during the war faces several challenges,
including an increased risk of corruption schemes in certain sectors, circumvention of sanctions,
and illegal transactions through international «gray» zones and offshores. Another problem is
Ukraines insufficient integration into global financial monitoring systems (due to the lack of
FATF member status). Digital finance fraud remains a significant problem. Thus, in 2022, there
was an increase in the number of cases of financial fraud. The main schemes were phishing at-
tacks, the creation of fake charitable funds, and fraud through social networks. To combat this,
banks were instructed to implement additional cybersecurity algorithms.

Another challenge remains the effectiveness of controlling international financial
flows. Ukraine has received record amounts of international assistance, including over
$43 billion in macro-financial support from the EU and the US in 2023 [12]. However,
there is a risk of corruption abuses related to the distribution of these funds. Thus, finan-
cial compliance in Ukraine has significantly strengthened during the war but faces sev-
eral challenges, including financial crime, fraud, risks of illegal use of cryptocurrencies,
and control of international aid. The development of legislative regulation, strengthening
of sanctions policy, and digital security are key areas for overcoming these challenges.

Conclusions Financial compliance in Ukraine during the war balances between strict
control and the need to support the economy. Ukraine is implementing international standards,
adapting financial regulation to crisis conditions, and developing FinTech solutions to ensure
stability. In the future, further strengthening of control over international financial flows and
digital assets is necessary. Financial compliance in the digital age is undergoing radical changes
under the influence of technological innovations that allow for effective control over compliance
with regulatory requirements, minimize fraud risks, and increase the level of financial security.
In the context of global digitalization, automated compliance tools are an important element of a
modern risk management and compliance system. They ensure effective interaction between dif-
ferent business units, promoting process consistency and minimizing the human factor in mak-
ing critical decisions. An important aspect is the integration of automated compliance systems
with other business processes, such as risk management, financial monitoring, and information
security. Such synergy creates a comprehensive control mechanism that allows companies to
proactively identify potential threats and take preventive measures to eliminate them. The most
common compliance automation tools include Policy Management Systems, Transaction Moni-
toring Systems, and Risk Management Solutions. The use of digital RegTech (Regulatory Tech-
nology) solutions aimed at automating and improving compliance processes allows companies
to quickly respond to changes in legislation, reducing the likelihood of non-compliance and the
associated financial and reputational risks. One of the main advantages of RegTech is the ability
to quickly update risk management systems by changes in the regulatory framework. Thanks to
artificial intelligence, machine learning, and big data analytics, such systems can automatically
track new regulatory requirements, assess their impact on business processes, and make the
necessary adjustments promptly. Big Data and artificial intelligence are powerful tools that are
fundamentally changing the approach to financial compliance, providing more accurate, fast,
and effective data analysis. Big data analysis in combination with artificial intelligence plays a
key role in the fight against money laundering (AML — Anti-Money Laundering), and financing
of terrorism (CFT — Counter-Financing of Terrorism). The use of machine learning algorithms
allows banks and financial institutions not only to react to already known fraud schemes but also
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to proactively detect new patterns of suspicious behavior. This significantly increases the level
of financial security and helps to avoid serious financial and reputational losses.

Therefore, it can be confidently stated that financial compliance is a key element of
the sustainable development of enterprises, ensuring their financial stability, reputational
reliability, and compliance with legislative and international standards. It promotes trans-
parency of financial flows, prevents fraud, corruption, and money laundering, and also
minimizes the risks of regulatory sanctions, which allows to avoid significant financial and
reputational losses. Adherence to the principles of compliance strengthens trust from inves-
tors, partners, and consumers, increasing the competitiveness of the company in the market.
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