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Abstract. This study examines the risk of security management of logistics entities.
1t highlights that the key functions of effective risk management include innovative, reg-
ulatory, protective, compensatory, socio-economic, and analytical aspects. The research
demonstrates that the framework for quantitative assessing risks in the security systems
of logistics entities combines both absolute values (such as variance, standard deviation,
semivariance, and standard deviation) and relative values (including probability, coeffi-
cient of variation, and risk ratio). The primary methods for regulating the risk levels of
logistics entities are identified as follows: risk avoidance, risk compensation, forecasting,
monitoring, risk management, establishment of special reserve funds, external resourcing,
risk transfer, hedging, and risk reduction. Based on this framework, it is demonstrated that
mitigating security management risks in logistics entities can be considered a holistic ap-
proach to counteracting both potential and actual threats, while simultaneously ensuring
the future sustainable development potential of the organizations under research.

Keywords: logistics, security, security system, safety-oriented management, logis-
tics management, logistics systems, security management risks.

Anomauin. Y yvomy 00CniodicenHi po3ensioacmvpCsi pusuK YNpaeiiHHs 0Oe3neKor
nocicmuunux  nionpuemcms. Iliokpecmoemvcst, wo Kuiouosi Qyukyii  epekmuero2o
VNPAGTIHHA PUSUKAMU OXONTIOIOMb [HHOBAYIUHI, pPe2yIIMOpPHI, 3aXUCHI, KOMNEHCAYILHI,
COYIANbHO-eKOHOMIYHI ma ananimuuni acnekmu. J{ocniodcents 0eMoHCmpye, Wo cucmema
KIIbKICHOT OYIHKU pU3UKIB Y cucmemax besneku N02iCMUYHUX niONpUEMCME NOEOHYE K
abcontomui @enuuuHY (Maki K OUCNEpPCis, CMaHOapmHe GIOXULeHHs, HANiBOUCnepcis
ma cmaHoapmue GIOXULEHHsL), MAaK [ GIOHOCHI GelUYUHU (V MOMY YUCH UMOSIPHICMb,
Koeiyicum eapiayii ma koegiyicum puzuxy). OCHO8HI Memoou pe2yIo6ants PIGHIE PUSUKY
JIOSICIMUYHUX RIONPUEMCING BUSHAYEH] HACTHYNHUM YUHOM. YHUKHEHHS PUSUKY, KOMNEeHcayis
DU3UKY, NPOSHO3YEAHHS, MOHIMOPUHS, YNPAGNIHHA PUSUKAMU, CMEOPEHHS CHeyianbHux
pe3epsHUX (POHOI8, 308HIUIHE PIHAHCYBAHHS, NEPeOayd PUSUKY, XeOHCYBAHHS A 3MEHULeHHS
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pusuxy. Ha ocnosi yiei' cucmemu noxazarno, wo 3veHulens, pusukie ynpagiints 6e3nexoin
8 JN02ICMUYHUX NIONPUEMCIBAX MONCHA PO321A0amu K YILICHUU nioxio 0o npomuoii
5K NOMEHYIHUM, MAK | PAKMUYHUM 302PO3aM, OOHOHACHO 3a0e3neuyiouu NnomeHyian
CMano2o po36UMKY O0CIIONCYBAHUX OPLAHIZAYILL Y MATIOYIMHbOMY.

Knwuogi cnoea: nozicmuka, 6esnexa, cucmema 6e3nexu, ynpaeiinis, opicHmogane
Ha Oe3neKy, ynpasiiHHs 102iCMUKOI0, 102ICIMUYHI CUCIEMU, PUSUKU YAPAGIIHHS Oe3NeKOH).

Logistics entities cannot operate without risk exposure in the current business environ-
ment. Risks must be quantified within the boundaries of the maximum permissible limits.
From a practical standpoint, market risk assessments vary considerably. Therefore, business
entities must recognize that errors in market activities are inevitable, as no entity is completely
immune to them. More importantly, these entities must continuously refine and adapt their
operational strategies to enhance the efficiency and resilience of the logistics system.

O. Vivchar, V. Zakharchenko, M. Yermoshenko, E. Krykavskyi, L. Larina, M. Ok-
lander, G. Pasternak-Taranushenko, O. Trydida, M. Fleichuk, U. Shchurko, and others
have studied the problematic aspects of security management risks of logistics entities.

The objective of this article is to conduct a comprehensive evaluation of the various
types of security risks faced by logistics entities under contemporary conditions and to
develop a corresponding model to support this assessment.

The research findings indicate that the primary objective of logistics security man-
agement is to minimize abrupt fluctuations in their operations. Consequently, significant
emphasis should be placed on the ongoing enhancement of risk management practices.
In the context of logistics entities, risk management is a decision-making process that
involves the implementation of measures designed to minimize risks to the lowest pos-
sible level [2, p. 88].

In our opinion, risk management in logistics should be defined as a comprehensive
set of economic, organizational, and technical activities designed to identify risk types,
factors, and sources, assess their magnitude, develop and implement strategies to mitigate
risk levels, and prevent potential destructive outcomes. This process must also account for
external environment factors such as competitors, suppliers, governmental policies, public
opinion, market conditions, and the absence of complete and relevant information. A typi-
cal diagram illustrating the risk management process in logistics is presented in Fig. 1.

Thus, it is determined that risk catalyzes exploring innovative solutions to chal-
lenges encountered by logistics entities. Most logistics entities enhance economic effi-
ciency and competitiveness through strategic engagement in risk-driven innovation. This
model effectively illustrates the primary objective of security management in logistics
entities—risk minimization—to prevent or mitigate potential financial, material, and other
losses associated with uncertainties [8].

The article highlights that scientific literature identifies the following key functions
of risks: innovative, regulatory, protective, compensatory, socio-economic, and analyti-
cal. The innovative function of risk drives the pursuit of unconventional solutions to chal-
lenges encountered by logistics entities. Consequently, logistics entities enhance their
competitiveness and achieve economic success through strategic engagement in risk-
driven innovation.
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Fig. 1. Risk model of security management of a logistics entity (LE)

Source: own elaboration

A crucial prerequisite for an efficient logistics security management system is strict
compliance with fundamental principles, the most critical of which encompass:

—informed risk acceptance, ensuring that decision-makers recognize and evaluate
the implications of assumed risks,

—precise definition of security management objectives for logistics entities, along with
the capability to influence risk characteristics that facilitate the achievement of these objectives,

—ensuring objectivity, credibility, comprehensiveness, and reliability of information
within the logistics security framework,

—integrating risk management across all horizontal and vertical hierarchical levels
of logistics entities, establishing an interconnected and systematic approach to managing
business risks,

—maintaining the autonomy of security management in addressing individual risks
faced by logistics entities,

—reducing the spectrum of potential risks and mitigating their impact,

—enhancing the responsiveness of logistics entities to internal and external dynam-
ics that contribute to risk materialization,
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—incorporating the time factor as a critical component in the secure risk manage-
ment of logistics entities,

—optimizing cost efficiency in the organization and protection of risk management
processes within logistics entities,

—implementing an innovative framework for the secure and effective risk manage-
ment of logistics entities [1, p.333].

The assessment of security risk levels in the risk management of logistics entities
represents the most critical and methodologically intricate phases of the logistics manage-
ment process. The quality of this assessment directly influences the overall effectiveness of
risk management and necessitates both quantitative and qualitative evaluations. The justi-
fication for making specific business decisions involving inherent risks can be determined
through a comprehensive quantitative and qualitative analysis of these risks. The system of
indicators for the quantitative assessment of risks within the security framework comprises
absolute measures (such as variance, standard deviation, and semivariance) and relative
measures (including probability, coefficient of variation, and risk factor) [4, p. 55]. This
study aims to formulate a methodological approach for calculating the risk factor:

_SSuan
Ka AS‘JI’A R ( ! )

The calculation results are presented in Table 1.

Table 1
Risk factors of security management of the logistics entity
.Logis tics . . Logistics expenses RE
security strategies, Si 1 ) 3 4 5
S1 17 5 24 10 4 2,06
S2 11 20 14 32 46 0,34
S3 35 5 3 37 2 6,42
S4 15 14 10 30 6 0,32
S5 17 23 20 9 12 0,59
S6 19 4 16 2 1 2,21

A lower risk factor (RF) corresponds to a lower risk level. Based on this metric, the
S4 logistics security strategy is identified as the most optimal. An interval-based evalu-
ation is conducted to assess the effectiveness of each logistics strategy and classify the
associated security risk type. This classification requires calculating the margin of error,
which serves as an absolute indicator in the comprehensive risk assessment [6, p. 235].
The results of the calculations are presented in Table 2.
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Table 2
Marginal errors of security management of a logistics entity
Logistics Logistics expenses .
. . . Ai
security strategies, Si 1 2 3 4 5
S1 17 5 24 10 4 15,61
S2 11 20 14 32 46 25,53
S3 35 5 3 37 2 38,86
S4 15 14 10 30 6 13,42
S5 17 23 20 9 12 10,08
S6 19 4 16 2 1 20,43
A, =tx A, x8 2)

where t stands for the Student’s #-test (tabulated value); 4 -for the significance level
or the probability at which the margin of error deviates. Adding the margin of error to the
average efficiency (mathematical expectation) yields the maximum possible level of ef-
ficiency with a given probability: « max=231,~4, . As a result of subtraction, we obtain the
minimum possible value of the expected efficiency. The smaller the margin of error (limit
deviation), the safer and more reliable is the logistics security strategy for the logistics
entity. The S5 logistics strategy meets this criterion.

The results of the calculations are presented in Table 3.

Table 3
Maximum and minimum possible level of efficiency
of the security management of the logistics entity

ioti Logistics expenses

securi&oﬁf;1§;ies, Si 1 2 . 3 ? 4 aimax aimin
S1 17 5 24 10 4 29,59 - 1,63
S2 11 20 14 32 46 41,73 -9,33
S3 35 5 3 37 2 65,37 -12,35
S4 15 14 10 30 6 28,74 1,90
S5 17 23 20 9 12 27,42 7,26
S6 19 4 16 2 1 34,32 - 6,54

Table 3 allows us to analyze the changes in the boundary intervals of efficiency of
logistics strategies to ensure the security of the logistics entity:

— aimax characterizes the maximum limit of the efficiency interval; in this case, the
S3 logistics strategy for ensuring the security of the logistics entity is preferable;

— aimin represents the minimum value of the efficiency interval, when negative, it
indicates the magnitude of losses. Considering these conditions, the S5 logistics strategy
proves to be the most profitable, as it achieves breakeven and presents the highest posi-
tive value [3, p. 67].
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Let’s define risk based on the range of variation:

Ryp = @; max—a, min

3

An increase in the range of variation corresponds to a higher level of risk associated
with the logistics strategy. Consequently, the S5 logistics strategy is considered the least
risky for the logistics entity.

Table 4
Range of the variation of the logistics strategy
for ensuring security of the subject of logistics
.Logistics ) . Logistics expenses Ri VAR
security strategies, Si 1 2 3 4 5

S1 17 5 24 10 4 31,22
S2 11 20 14 32 46 51,05
S3 35 5 3 37 77,72
S4 15 14 10 30 26,85
S5 17 23 20 12 20,16
S6 19 4 16 1 40,86

To trace the dynamics of the security strategies of a logistics entity, let’s graphically
depict the last three indicators (Fig. 2).
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Fig. 2. The dynamic variability in the scale of logistics strategy adaptation for
ensuring the security of logistics entities.

Source: calculated by the author

Let’s calculate the risk type of a logistics entity by calculating the percentage of
losses for each logistics strategy (Table 5).
Thus, the S5 logistics strategy proves to be the most economically advantageous
across all key parameters. Evaluating business risk necessitates creating a risk curve for a
logistics entity, an inherently complex process. Consequently, practical application often
relies on simplified methodologies, where risk is assessed using one or more key indicators.
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The final decision regarding the selection of a specific logistics component requires de-
fining the threshold level of business risk. This can be guided by reference values such
as 0.1, 0.01, and 0.001, corresponding to acceptable, critical, and catastrophic risk levels,
respectively [5, p.115].

Table 5
Type of security risk of the logistics entity
securitLyosgtirs;izsgies, Si 1 LojiSﬁcs e; Pe“se: 5 Losses, % Types of risks

S1 17 5 24 10 4 — 11,68 Permissible
S2 11 20 14 32 46 —-57,56 Critical

S3 35 5 3 37 2 —46,58 Permissible
S4 15 14 10 30 6 12,37 Permissible
S5 17 23 20 9 12 41,86 Permissible
S6 19 4 16 2 1 -47,1 Permissible

The selection of methods and instruments for regulating the risk level of logistics enti-
ties represents a critical stage in the security management process. The primary approaches
to risk regulation and mitigation in logistics entities include: risk avoidance, which involves
rejecting unreliable partners and suppliers, as well as refraining from engaging in high-risk
projects or decisions; and risk compensation, which encompasses strategic activity plan-
ning and forecasting of external economic conditions to mitigate potential uncertainties,
monitoring of the economic and legal environment, as well as the implementation of active,
targeted marketing strategies, plays a crucial role in risk regulation. Risk-retention involves
refraining from compensatory measures while establishing dedicated reserve funds in the
form of tangible assets or financial resources (self-insurance or risk funds) and leveraging
external financial sources such as loans, credits, or government subsidies to offset losses
and restore operations. Risk transfer is achieved through mechanisms such as insurance,
the delegation of risk via factoring agreements, hedging through exchange transactions, and
other financial instruments designed to redistribute risk exposure [7].

Conclusions. In summary, the reduction of security management risks in logistics
entities aims to implement a comprehensive strategy for counteracting both potential and
actual threats. The effective mitigation and elimination of these risks ensure the sustain-
able and highly efficient operation of business entities under dynamic internal and exter-
nal environmental conditions. Furthermore, such risk management measures contribute
to fostering the long-term development potential of logistics entities.
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